Item Type Security

Purpose: Instruct college administrators with the ctcLink pages necessary to review and
update item type access for staff who work with item types.

Audience: Staff, administrators, and managers utilizing item types for posting charges and
payments in ctcLink. Staff (LSA's - Local Security Administrators) responsible for updating
item type access in ctcLink.

@ This QRG contains two main drop downs below to take into consideration for item type
security decisions. The first is associated with your institution’s Item Type Tree, which
is one method for reviewing and determining a staff member’s item type access. The
second is related to the ctcLink page used to give or take away item types per staff
member.

A For employees that need access to Item Types, it is important that SetlD Security is
configured (if not already). Please refer to the CS 9.2 - SACR Security: Student
Financials QRG to establish SF SetID Security for an employee.

Determine Item Type Access

@ You must have at least one of these local college managed security roles:
+ ZD Tree Viewer

If you need assistance with the above security roles, please contact your local college
supervisor or IT Admin to request role access.

Navigation: Tree Manager > Tree Viewer
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https://ctclinkreferencecenter.ctclink.us/m/56084/l/1198007-cs-9-2-sacr-security-student-financials
https://ctclinkreferencecenter.ctclink.us/m/56084/l/1198007-cs-9-2-sacr-security-student-financials

@ Whatitem types will this staff member need access to? Will they need a specific item

-
type or a group of item types (called a Node)?
Tree Viewer
SetiD  WA260 Last Audit  Valid Tree
Effective Date  01/01/1901 Status  Active
Tree Name |TEM_SECURITY_260 Lake Washington Tree
Close Display Options Print Format

ALL >ALL_CREDITS >PAYMENTS
Collapse All | Expand All Find First Page '+ 16 0f219 '» Last Page

= ALL-A0
/¥ [000000000000 - 999999999999]
7 [ CONVERSION - Conversion
[ CONVERSION_TP_PMT - Conversion Third Party Payment
~ [#] ALL_CHARGES - All Chargas
" 3 REFUNDS - Refunds
" % ALL_CREDITS - All Credits
A (600000000000 - 999999999599]
"B WAIVERS - Waivers
N MISC_PAYMENTS - Miscellansous Payments
1 PAYMENT_PLAN_PMT - Payment Plan Payment
MENTS Payments &
4 [F00000000000 - 799999999999]
(1 PAYMENTS_DEPT_1098T - Department Payments 1098T Elig
“ & WRITE-OFF - Write-Off
@ FINANCIAL_AID - Financial Aid

Q The query QCS_SF_ITEM_TYPE_TREE_NODE may be used to also view your tree.

The query QCS_SEC_SACR_ITEMTYPE_OPR_DTL will give you detail on what access staff

have for Item Types/Tree Nodes.

Assign/Remove Item Type Security

o You must have at least one of these local college managed security roles:

*+ ZZ Local SACR Security Admin
* or

+ ZZ Local Security Admin
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If you need assistance with the above security roles, please contact your local college
supervisor or IT Admin to request role access.

Navigation: Setup SACR > Security > Secure Student Financials > User ID > Item Type

AN~

o

10.
11.

The Item Type page displays.

Enter the Business Unit and the User ID, then select Search.

The Iltem Type security page displays.

To inactivate a previously dated row, select the Correct History button.

A. Within the Status section of the page, select the Status drop-down and make the current
Effective Dated row Inactive.

Select the [+] (plus) button under the Status section to add a new Effective Dated row.

Active Item Type Security should be the most recent Effective Dated row.

A new Effective Dated row appears (it is most common for the new row to have the current
date).
A. Update the Status of the new row to Active.

Select the appropriate Item Type or Tree Node button.

Enter the appropriate Item Type or Tree Node.

To add a new Item Type or Tree Node row, select the [+] (plus) button within the Details
section.

A. Toremove a row, select the [-] (minus) button with the Details section.

Select the Save button.
Process complete.

After the item type security is adjusted for the user, it will take effect the next day. The
process to set this security causes anyone actively navigating in the system to
potentially get their work interrupted by a data integrity error pop up message. The
State Board runs this process on a nightly basis at 5am, and it may not be run ad hoc.
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Video Tutorial

The video below demonstrates the process actions described in steps listed above. There is
no audio included with this video. Select the play button to start the video.

Video Tutorial via Panopto

View the external link to Item Type Security. This link will open in a new tab/window.

IT Audit and Control Information
Please use the information below to assist with your internal IT audits, controls, and

segregation of duties.

@ auditing-we-are-all-in-this-together-2023-07-.pptx
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https://sbctc.hosted.panopto.com/Panopto/Pages/Viewer.aspx?id=2b9c371b-37b0-402c-8b47-b012012a21aa
https://media.screensteps.com/attachment_assets/assets/008/090/141/original/auditing-we-are-all-in-this-together-2023-07-.pptx
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